diff -r 3293f59e7ea7 src/Makefile
--- a/src/Makefile	Sat May 28 18:04:47 2011 -0700
+++ b/src/Makefile	Tue May 31 21:23:28 2011 -0700
@@ -21,10 +21,12 @@
 #OMPFLAGS = -fopenmp
 # Sun Studio with OpenMP (set the OMP_NUM_THREADS env var at runtime)
 #OMPFLAGS = -xopenmp
-CFLAGS = -c -Wall -O2 -fomit-frame-pointer -I/usr/local/include $(OMPFLAGS)
+#CFLAGS = -c -Wall -O2 -fomit-frame-pointer -I/usr/local/include $(OMPFLAGS)
+CFLAGS = -c -Wall -ggdb3 -pg -I/usr/local/include $(OMPFLAGS)
 # -DHAVE_SKEY
 ASFLAGS = -c $(OMPFLAGS)
-LDFLAGS = -s -L/usr/local/lib -L/usr/local/ssl/lib -lcrypto -lm $(OMPFLAGS)
+#LDFLAGS = -s -L/usr/local/lib -L/usr/local/ssl/lib -lcrypto -lssl -lm $(OMPFLAGS)
+LDFLAGS = -L/usr/local/lib -L/usr/local/ssl/lib -lcrypto -lssl -lm $(OMPFLAGS)
 # -lskey
 LDFLAGS_SOLARIS = -lrt -lnsl -lsocket
 LDFLAGS_MKV = -s -lm
@@ -91,6 +93,7 @@
 	mkv.o mkvlib.o \
 	unshadow.o \
 	unafs.o \
+	pdf_fmt.o unpdf.o pdfcrack_common.o pdfcrack_md5.o pdfparser.o pdfcrack.o rc4.o \
 	undrop.o \
 	unique.o
 
@@ -120,7 +123,7 @@
 GENMKVPWD_OBJS = \
 	genmkvpwd.o mkvlib.o memory.o miscnl.o
 
-PROJ = ../run/john ../run/unshadow ../run/unafs ../run/unique ../run/undrop \
+PROJ = ../run/john ../run/unshadow ../run/unafs ../run/unique ../run/undrop ../run/unpdf \
 	../run/genmkvpwd ../run/mkvcalcproba ../run/calc_stat \
 	../run/tgtsnarf
 PROJ_DOS = ../run/john.bin ../run/john.com \
@@ -912,6 +915,10 @@
 	$(RM) ../run/unafs
 	ln -s john ../run/unafs
 
+../run/unpdf: ../run/john
+	$(RM) ../run/unpdf
+	ln -s john ../run/unpdf
+ 
 ../run/undrop: ../run/john
 	$(RM) ../run/undrop
 	ln -s john ../run/undrop
diff -r 3293f59e7ea7 src/PDF-Example-Encryption.pdf
Binary file src/PDF-Example-Encryption.pdf has changed
diff -r 3293f59e7ea7 src/PDF-Example-Password.pdf
Binary file src/PDF-Example-Password.pdf has changed
diff -r 3293f59e7ea7 src/john.c
--- a/src/john.c	Sat May 28 18:04:47 2011 -0700
+++ b/src/john.c	Tue May 31 21:23:28 2011 -0700
@@ -65,6 +65,7 @@
 extern struct fmt_main fmt_MYSQL;
 extern struct fmt_main fmt_mysqlSHA1;
 extern struct fmt_main fmt_NSLDAP;
+extern struct fmt_main fmt_pdf;
 extern struct fmt_main fmt_NSLDAPS;
 extern struct fmt_main fmt_OPENLDAPS;
 extern struct fmt_main fmt_mscash;
@@ -99,6 +100,7 @@
 
 extern int unshadow(int argc, char **argv);
 extern int unafs(int argc, char **argv);
+extern int unpdf(int argc, char **argv);
 extern int undrop(int argc, char **argv);
 extern int unique(int argc, char **argv);
 
@@ -144,6 +146,7 @@
 	john_register_one(&fmt_KRB4);
 	john_register_one(&fmt_KRB5);
 	john_register_one(&fmt_NSLDAP);
+	john_register_one(&fmt_pdf);
 	john_register_one(&fmt_NSLDAPS);
 	john_register_one(&fmt_OPENLDAPS);
 	john_register_one(&fmt_BFEgg);
@@ -512,6 +515,9 @@
 	if (!strcmp(name, "unafs"))
 		return unafs(argc, argv);
 
+ 	if (!strcmp(name, "unpdf"))
+		return unpdf(argc, argv);
+
 	if (!strcmp(name, "unique"))
 		return unique(argc, argv);
 
diff -r 3293f59e7ea7 src/options.c
--- a/src/options.c	Sat May 28 18:04:47 2011 -0700
+++ b/src/options.c	Tue May 31 21:23:28 2011 -0700
@@ -141,7 +141,7 @@
 "                           mysql-sha1/mscash/mscash2/lotus5/DOMINOSEC/\n" \
 "                           NETLM/NETNTLM/NETLMv2/NETNTLMv2/NETHALFLM/MSCHAPv2/\n" \
 "                           mssql/mssql05/epi/phps/mysql-fast/pix-md5/sapG/\n" \
-"                           sapB/md5ns/HDAA/DMD5/raw-md4/md4-gen/sha1-gen" \
+"                           sapB/md5ns/HDAA/DMD5/raw-md4/md4-gen/sha1-gen/pdf" \
 MAYBE_CRYPT "\n" \
 "--subformat=NAME           Some formats such as MD5-gen have subformats\n" \
 "                           (like md5_gen(0), md5_gen(7), etc).\n" \
diff -r 3293f59e7ea7 src/params.h
--- a/src/params.h	Sat May 28 18:04:47 2011 -0700
+++ b/src/params.h	Tue May 31 21:23:28 2011 -0700
@@ -266,7 +266,7 @@
 /*
  * Buffer size for fgets().
  */
-#define LINE_BUFFER_SIZE		0x400
+#define LINE_BUFFER_SIZE		8192
 
 /*
  * john.pot and log file buffer sizes, can be zero.
diff -r 3293f59e7ea7 src/pdf_fmt.c
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdf_fmt.c	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,232 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ *
+ * Re-factored for JtR by Dhiru Kholia during June, 2011 for GSoC.
+ *
+ * References:
+ *
+ * http://www.adobe.com/devnet/pdf/pdf_reference.html
+ * http://www.cs.cmu.edu/~dst/Adobe/Gallery/anon21jul01-pdf-encryption.txt
+ * http://www.novapdf.com/kb/pdf-example-files-created-with-with-novapdf-138.html
+ *
+ * TODO: tons of stuff! */
+
+#include <string.h>
+#include "arch.h"
+#include "params.h"
+#include "common.h"
+#include "formats.h"
+
+#include <openssl/ssl.h>
+#include <openssl/bio.h>
+#include <openssl/evp.h>
+#include <openssl/pem.h>
+#include <openssl/err.h>
+
+#include "pdfcrack.h"
+#include "pdfparser.h"
+
+#define FORMAT_LABEL        "pdf"
+#define FORMAT_NAME         "pdf"
+#define ALGORITHM_NAME      "32/" ARCH_BITS_STR
+#define BENCHMARK_COMMENT   ""
+#define BENCHMARK_LENGTH    0
+#define PLAINTEXT_LENGTH    32
+#define BINARY_SIZE         0
+#define SALT_SIZE           5120
+#define MIN_KEYS_PER_CRYPT  1
+#define MAX_KEYS_PER_CRYPT  1
+
+#ifdef _OPENMP
+#include <omp.h>
+#endif
+
+EncData e;
+
+static unsigned char saved_key[PLAINTEXT_LENGTH + 1];
+static char has_been_cracked;
+
+static struct fmt_tests pdf_tests[] = {
+    {"$pdf$Standard*badad1e86442699427116d3e5d5271bc80a27814fc5e80f815efeef839354c5f*289ece9b5ce451a5d7064693dab3badf101112131415161718191a1b1c1d1e1f*16*34b1b6e593787af681a9b63fa8bf563b*1*1*0*1*4*128*-4*3*2", "test"},
+	{NULL}
+};
+
+static void init(void)
+{
+	/* OpenSSL init, cleanup part is left to OS */
+	SSL_load_error_strings();
+	SSL_library_init();
+	OpenSSL_add_all_algorithms();
+}
+
+static int valid(char *ciphertext)
+{
+	return !strncmp(ciphertext, "$pdf$", 5);
+}
+
+static void *get_salt(char *ciphertext)
+{
+	char *copy = strdup(ciphertext);
+	return (void *) copy;
+}
+
+static void set_salt(void *salt)
+{
+#ifdef PDF_FMT_DEBUG
+    printf("%s\n", (char *)salt);
+#endif
+	salt += 5;		/* skip over "$pdf$" marker */
+	int i;
+	char *saveptr, *p;
+	char *copy = strdup(salt);
+	unsigned char *userpassword = NULL;
+
+	/* restore serialized data */
+	e.s_handler = strdup(strtok_r(copy, "*", &saveptr));
+	e.o_string = (uint8_t *) malloc(32);
+	p = strtok_r(NULL, "*", &saveptr);
+	for (i = 0; i < 32; i++)
+		e.o_string[i] =
+		    atoi16[ARCH_INDEX(p[i * 2])] * 16 +
+		    atoi16[ARCH_INDEX(p[i * 2 + 1])];
+	e.u_string = (uint8_t *) malloc(32);
+	p = strtok_r(NULL, "*", &saveptr);
+	for (i = 0; i < 32; i++)
+		e.u_string[i] =
+		    atoi16[ARCH_INDEX(p[i * 2])] * 16 +
+		    atoi16[ARCH_INDEX(p[i * 2 + 1])];
+	p = strtok_r(NULL, "*", &saveptr);
+	e.fileIDLen = atoi(p);
+	e.fileID = (uint8_t *) malloc(e.fileIDLen);
+	p = strtok_r(NULL, "*", &saveptr);
+	for (i = 0; i < e.fileIDLen; i++)
+		e.fileID[i] =
+		    atoi16[ARCH_INDEX(p[i * 2])] * 16 +
+		    atoi16[ARCH_INDEX(p[i * 2 + 1])];
+	p = strtok_r(NULL, "*", &saveptr);
+	e.encryptMetaData = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.work_with_user = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.have_userpassword = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.version_major = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.version_minor = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.length = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.permissions = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.revision = atoi(p);
+	p = strtok_r(NULL, "*", &saveptr);
+	e.version = atoi(p);
+	if (e.have_userpassword) {
+	    printf("received userpassword\n");
+		userpassword = (unsigned char *)strtok_r(NULL, "*", &saveptr);
+	}
+#ifdef PDF_FMT_DEBUG
+    printEncData(&e);
+#endif
+
+	/* try to initialize the cracking-engine */
+	if (!initPDFCrack(&e, userpassword, e.work_with_user)) {
+		cleanPDFCrack();
+		fprintf(stderr, "Wrong userpassword, '%s'\n", userpassword);
+		exit(-1);
+	}
+}
+
+static void pdf_set_key(char *key, int index)
+{
+	int len = strlen(key);
+	if (len > PLAINTEXT_LENGTH)
+		len = PLAINTEXT_LENGTH;
+	memcpy(saved_key, key, len);
+	saved_key[len] = 0;
+	has_been_cracked = 0;
+}
+
+static char *get_key(int index)
+{
+	return saved_key;
+}
+
+static void crypt_all(int count)
+{
+    /* do the actual crunching */
+    has_been_cracked = runCrack(saved_key);
+#ifdef PDF_FMT_DEBUG
+    if(has_been_cracked) 
+        printf("*** found password : %s\n", saved_key);
+#endif
+}
+
+static int cmp_all(void *binary, int count)
+{
+	return 1;
+}
+
+static int cmp_one(void *binary, int index)
+{
+	return has_been_cracked;
+}
+
+static int cmp_exact(char *source, int index)
+{
+	return has_been_cracked;
+}
+
+struct fmt_main fmt_pdf = {
+	{
+		    FORMAT_LABEL,
+		    FORMAT_NAME,
+		    ALGORITHM_NAME,
+		    BENCHMARK_COMMENT,
+		    BENCHMARK_LENGTH,
+		    PLAINTEXT_LENGTH,
+		    BINARY_SIZE,
+		    SALT_SIZE,
+		    MIN_KEYS_PER_CRYPT,
+		    MAX_KEYS_PER_CRYPT,
+		    FMT_CASE | FMT_8_BIT,
+		    pdf_tests 
+	},
+	{
+		    init,
+		    valid,
+		    fmt_default_split,
+		    fmt_default_binary,
+		    get_salt,
+		    {
+		        fmt_default_binary_hash
+		    },
+		    fmt_default_salt_hash,
+		    set_salt,
+		    pdf_set_key,
+		    get_key,
+		    fmt_default_clear_keys,
+		    crypt_all,
+		    {
+		        fmt_default_get_hash
+		    },
+		    cmp_all,
+		    cmp_one,
+		    cmp_exact
+	}
+};
diff -r 3293f59e7ea7 src/pdfcrack.c
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack.c	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,428 @@
+/**
+ * Copyright (C) 2006-2008 Henning Norén
+ * Copyright (C) 1996-2005 Glyph & Cog, LLC.
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#include <stdbool.h>
+#include <stdint.h>
+#include <stdlib.h>
+#include <string.h>
+#include <time.h>
+#include <ctype.h>
+#include "pdfcrack.h"
+#include "pdfcrack_md5.h"
+#include "rc4.h"
+
+/** sets the number of bytes to decrypt for partial test in revision 3.
+    Three should be a good number for this as this mean a match should only
+    happen every 256^3=16777216 check and that should be unique enough to 
+    motivate a full retry on that entry.
+ */
+#define PARTIAL_TEST_SIZE 3
+
+static const uint8_t pad[32] = {
+	0x28, 0xBF, 0x4E, 0x5E, 0x4E, 0x75, 0x8A, 0x41,
+	0x64, 0x00, 0x4E, 0x56, 0xFF, 0xFA, 0x01, 0x08,
+	0x2E, 0x2E, 0x00, 0xB6, 0xD0, 0x68, 0x3E, 0x80,
+	0x2F, 0x0C, 0xA9, 0xFE, 0x64, 0x53, 0x69, 0x7A
+};
+
+/** buffers for stuff that we can precompute before the actual cracking */
+static uint8_t *encKeyWorkSpace;
+static uint8_t password_user[33];
+static uint8_t *rev3TestKey;
+static unsigned int ekwlen;
+
+/** points to the current password in clear-text */
+static unsigned char *currPW;
+/** current length of the password we are working with */
+static unsigned int currPWLen;
+
+/** pointer to the actual encoding-data from the pdf */
+static const EncData *encdata;
+
+/** some configuration switches */
+static bool knownPassword;
+static bool workWithUser;
+
+/**
+ * Initialisation of the encryption key workspace to manage a bit faster 
+ * switching between keys
+ */
+static unsigned int
+initEncKeyWorkSpace(const int revision, const bool encMetaData,
+    const int permissions, const uint8_t * ownerkey,
+    const uint8_t * fileID, const unsigned int fileIDLen)
+{
+  /** 
+   *   Algorithm 3.2 Computing an encryption key (PDF Reference, v 1.7, p.125)
+   *
+   *   Make space for:
+   *   field           | bytes
+   *   -----------------------
+   *   padded password | 32
+   *   O entry         | 32
+   *   P entry         |  4
+   *   fileID          | <fileIDLEn>
+   *   [extra padding] | [4] (Special for step 6)
+   **/
+	unsigned int size = (revision > 3 && !encMetaData) ? 72 : 68;
+	encKeyWorkSpace = malloc(size + fileIDLen);
+
+  /** Just to be sure we have no uninitalized stuff in the workspace */
+	memcpy(encKeyWorkSpace, pad, 32);
+
+  /** 3 */
+	memcpy(encKeyWorkSpace + 32, ownerkey, 32);
+
+  /** 4 */
+	encKeyWorkSpace[64] = permissions & 0xff;
+	encKeyWorkSpace[65] = (permissions >> 8) & 0xff;
+	encKeyWorkSpace[66] = (permissions >> 16) & 0xff;
+	encKeyWorkSpace[67] = (permissions >> 24) & 0xff;
+
+  /** 5 */
+	memcpy(encKeyWorkSpace + 68, fileID, fileIDLen);
+
+  /** 6 */
+	if (revision > 3 && !encMetaData) {
+		encKeyWorkSpace[68 + fileIDLen] = 0xff;
+		encKeyWorkSpace[69 + fileIDLen] = 0xff;
+		encKeyWorkSpace[70 + fileIDLen] = 0xff;
+		encKeyWorkSpace[71 + fileIDLen] = 0xff;
+	}
+
+	return size + fileIDLen;
+}
+
+#if 0
+/** For debug */
+static void printHexString(const uint8_t * str, const unsigned int len)
+{
+	unsigned int i;
+	for (i = 0; i < len; i++)
+		printf("%x ", str[i]);
+	printf("\n");
+}
+
+static void printString(const uint8_t * str, const unsigned int len)
+{
+	unsigned int i;
+	for (i = 0; i < len; i++)
+		printf("%d ", str[i]);
+	printf("\n");
+}
+#endif
+
+/** Common handling of the key for all rev3-functions */
+#define RC4_DECRYPT_REV3(n) {			\
+    for(i = 19; i >= 0; --i) {			\
+      for(j = 0; j < length; ++j)		\
+	tmpkey[j] = enckey[j] ^ i;		\
+      rc4Decrypt(tmpkey, test, n, test);	\
+    }						\
+  }
+
+/** Checks if the rev2-password set up in encKeyWorkSpace is the correct one
+    and return true if it is and false otherwise.
+*/
+static bool isUserPasswordRev2(void)
+{
+	uint8_t enckey[16];
+
+	md5(encKeyWorkSpace, ekwlen, enckey);
+
+	return rc4Match40b(enckey, encdata->u_string, pad);
+}
+
+/** Checks if the rev3-password set up in encKeyWorkSpace is the correct one
+    and return true if it is and false otherwise.
+*/
+static bool isUserPasswordRev3(void)
+{
+	uint8_t test[16], enckey[16], tmpkey[16];
+	int i;
+	unsigned int length, j;
+
+	length = encdata->length / 8;
+	md5(encKeyWorkSpace, ekwlen, enckey);
+	md5_50(enckey);
+	memcpy(test, encdata->u_string, 16);
+
+	RC4_DECRYPT_REV3(PARTIAL_TEST_SIZE);
+
+  /** if partial test succeeds we make a full check to be sure */
+	if (unlikely(memcmp(test, rev3TestKey, PARTIAL_TEST_SIZE) == 0)) {
+		memcpy(test, encdata->u_string, 16);
+		RC4_DECRYPT_REV3(16);
+		if (memcmp(test, rev3TestKey, 16) == 0) {
+			return true;
+		}
+	}
+	return false;
+}
+
+bool runCrackRev2_o(void)
+{
+	uint8_t enckey[16];
+	currPWLen = strlen((const char *)currPW);
+	if(currPWLen > 32)
+	    currPWLen = 32; 
+	memcpy(currPW + currPWLen, pad, 32 - currPWLen);
+ 
+	md5(currPW, 32, enckey);
+
+	rc4Decrypt(enckey, encdata->o_string, 32, encKeyWorkSpace);
+	md5(encKeyWorkSpace, ekwlen, enckey);
+	if (rc4Match40b(enckey, encdata->u_string, pad)) {
+		memcpy(password_user, encKeyWorkSpace, 32);
+		return true;
+	}
+
+	return false;
+}
+
+bool runCrackRev3_o(void)
+{
+	uint8_t test[32], enckey[16], tmpkey[16];
+	unsigned int j, length;
+	int i;
+
+	length = encdata->length / 8;
+	currPWLen = strlen((const char *)currPW);
+	if(currPWLen > 32)
+	    currPWLen = 32; 
+	memcpy(currPW + currPWLen, pad, 32 - currPWLen);
+ 
+	md5(currPW, 32, enckey);
+	md5_50(enckey);
+
+	memcpy(test, encdata->o_string, 32);
+	RC4_DECRYPT_REV3(32);
+	memcpy(encKeyWorkSpace, test, 32);
+
+	if (isUserPasswordRev3()) {
+		memcpy(password_user, encKeyWorkSpace, 32);
+		return true;
+	}
+
+	return false;
+}
+
+bool runCrackRev2_of(void)
+{
+	uint8_t enckey[16];
+	currPWLen = strlen((const char *)currPW);
+	if(currPWLen > 32)
+	    currPWLen = 32; 
+	memcpy(currPW + currPWLen, pad, 32 - currPWLen);
+ 
+	md5(encKeyWorkSpace, 32, enckey);
+
+	/* Algorithm 3.4 reversed */
+	if (rc4Match40b(enckey, encdata->o_string, password_user))
+		return true;
+
+	return false;
+}
+
+bool runCrackRev3_of(void)
+{
+	uint8_t test[32], enckey[16], tmpkey[16];
+	unsigned int j, length;
+	int i;
+
+	length = encdata->length / 8;
+	currPWLen = strlen((const char *)currPW);
+	if(currPWLen > 32)
+	    currPWLen = 32; 
+	memcpy(currPW + currPWLen, pad, 32 - currPWLen);
+ 
+	md5(encKeyWorkSpace, 32, enckey);
+	md5_50(enckey);
+
+	memcpy(test, encdata->o_string, 32);
+	RC4_DECRYPT_REV3(PARTIAL_TEST_SIZE);
+
+      /** if partial test succeeds we make a full check to be sure */
+	if (unlikely(memcmp(test, password_user, PARTIAL_TEST_SIZE) == 0)) {
+		memcpy(test, encdata->o_string, 32);
+		RC4_DECRYPT_REV3(32);
+		if (memcmp(test, password_user, 32) == 0)
+			return true;
+	}
+	return false;
+}
+
+bool runCrackRev3(void)
+{
+	uint8_t test[16], enckey[16], tmpkey[16];
+	unsigned int j, length;
+	int i;
+
+	length = encdata->length / 8;
+	currPWLen = strlen((const char *)currPW);
+	if(currPWLen > 32)
+	    currPWLen = 32;
+	memcpy(currPW + currPWLen, pad, 32 - currPWLen);
+	
+	md5(encKeyWorkSpace, ekwlen, enckey);
+	md5_50(enckey);
+	memcpy(test, encdata->u_string, 16);
+
+     /** Algorithm 3.5 reversed */
+	RC4_DECRYPT_REV3(PARTIAL_TEST_SIZE);
+
+      /** if partial test succeeds we make a full check to be sure */
+	if (unlikely(memcmp(test, rev3TestKey, PARTIAL_TEST_SIZE) == 0)) {
+		memcpy(test, encdata->u_string, 16);
+		RC4_DECRYPT_REV3(16);
+		if (memcmp(test, rev3TestKey, 16) == 0)
+			return true;
+	}
+	return false;
+}
+
+
+bool runCrackRev2(void)
+{
+	uint8_t enckey[16];
+	currPWLen = strlen((const char *)currPW);
+	if(currPWLen > 32)
+	    currPWLen = 32;
+	memcpy(currPW + currPWLen, pad, 32 - currPWLen);
+ 
+	md5(encKeyWorkSpace, ekwlen, enckey);
+
+	/* Algorithm 3.4 reversed */
+	if (rc4Match40b(enckey, encdata->u_string, pad))
+		return true;
+
+	return false;
+}
+
+/** Start cracking and does not stop until it has either been interrupted by
+    a signal or the password either is found or wordlist or charset is exhausted
+*/
+int runCrack(unsigned char *password)
+{
+	bool found = false;
+	uint8_t cpw[32];
+	if (strlen((const char*)password) < 32)
+		strcpy(currPW, password);
+    else {
+		strncpy(currPW, password, 32);
+    }
+
+	if (!workWithUser && !knownPassword) {
+		memcpy(cpw, pad, 32);
+		currPW = cpw;
+		if (encdata->revision == 2)
+			found = runCrackRev2_o();
+		else
+			found = runCrackRev3_o();
+	} else if (encdata->revision == 2) {
+		if (workWithUser)
+			found = runCrackRev2();
+		else
+	     /** knownPassword */
+			found = runCrackRev2_of();
+	} else {
+		if (workWithUser)
+			found = runCrackRev3();
+		else
+	     /** knownPassword */
+			found = runCrackRev3_of();
+	}
+	return found;
+}
+
+/** cleans up everything as is needed to do a any initPDFCrack-calls after the
+    first one.
+*/
+void cleanPDFCrack(void)
+{
+	if (rev3TestKey) {
+    /** Do a really ugly const to non-const cast but this one time it should
+	be safe
+    */
+		free((uint8_t *) rev3TestKey);
+		rev3TestKey = NULL;
+	}
+	if (encKeyWorkSpace) {
+		free(encKeyWorkSpace);
+		encKeyWorkSpace = NULL;
+	}
+	knownPassword = false;
+}
+
+/** initPDFCrack is doing all the initialisations before you are able to call
+    runCrack(). Make sure that you run cleanPDFCrack before you call this 
+    after the first time.
+*/
+bool initPDFCrack(const EncData * e, const uint8_t * upw, const bool user)
+{
+	uint8_t buf[128];
+	unsigned int upwlen;
+	uint8_t *tmp;
+
+	ekwlen =
+	    initEncKeyWorkSpace(e->revision, e->encryptMetaData,
+	    e->permissions, e->o_string, e->fileID, e->fileIDLen);
+
+	encdata = e;
+	currPW = encKeyWorkSpace;
+	currPWLen = 0;
+	workWithUser = user;
+	setrc4DecryptMethod((const unsigned int) e->length);
+	if (upw) {
+		upwlen = strlen((const char *) upw);
+		if (upwlen > 32)
+			upwlen = 32;
+		memcpy(password_user, upw, upwlen);
+		memcpy(password_user + upwlen, pad, 32 - upwlen);
+		memcpy(encKeyWorkSpace, password_user, 32);
+		knownPassword = true;
+	}
+
+	if (encdata->revision == 2) {
+		if (knownPassword) {
+			if (!isUserPasswordRev2())
+				return false;
+			memcpy(encKeyWorkSpace, pad, 32);
+		} else {
+			memcpy(password_user, pad, 32);
+			knownPassword = isUserPasswordRev2();
+		}
+	} else if (e->revision >= 3) {
+		memcpy(buf, pad, 32);
+		memcpy(buf + 32, e->fileID, e->fileIDLen);
+		tmp = malloc(sizeof(uint8_t) * 16);
+		md5(buf, 32 + e->fileIDLen, tmp);
+		rev3TestKey = tmp;
+		if (knownPassword) {
+			if (!isUserPasswordRev3())
+				return false;
+			memcpy(encKeyWorkSpace, pad, 32);
+		} else {
+			memcpy(password_user, pad, 32);
+			knownPassword = isUserPasswordRev3();
+		}
+	}
+	return true;
+}
diff -r 3293f59e7ea7 src/pdfcrack.h
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack.h	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,49 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#ifndef _PDFCRACK_H_
+#define _PDFCRACK_H_
+
+#include <stdio.h>
+#include "pdfcrack_common.h"
+
+bool initPDFCrack(const EncData * e, const uint8_t * upw, const bool user);
+
+void cleanPDFCrack(void);
+
+bool runCrackRev2(void);
+
+bool runCrackRev2_o(void);
+
+bool runCrackRev2_of(void);
+
+bool runCrackRev3(void);
+
+bool runCrackRev3_o(void);
+
+bool runCrackRev3_of(void);
+
+int runCrack(unsigned char *password);
+
+bool printProgress(void);
+
+unsigned int getNrProcessed(void);
+
+
+#endif /** _PDFCRACK_H_ */
diff -r 3293f59e7ea7 src/pdfcrack_README
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack_README	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,48 @@
+Code and documentation are copyright 2006-2008 Henning Norén
+
+Parts of pdfcrack.c and md5.c is derived/copied/inspired from 
+xpdf/poppler and are copyright 1995-2006 Glyph & Cog, LLC.
+
+The PDF data structures, operators, and specification are
+copyright 1985-2006 Adobe Systems Inc.
+
+
+Project page: http://sourceforge.net/projects/pdfcrack/
+
+
+pdfcrack is a simple tool for recovering passwords from pdf-documents.
+It should be able to handle all pdfs that uses the standard security handler
+but the pdf-parsing routines are a bit of a quick hack so you might stumble
+across some pdfs where the parser needs to be fixed to handle.
+
+Type 'make' (or 'gmake' if you have BSD-make as default) to build the program.
+You will need to have GNU Make and a recent version of GCC installed but there
+are no external dependencies on libraries.
+You will have to add the -march-switch in the CFLAGS-option in Makefile
+for best optimization on your platform. Look into the GCC-manual 
+(http://gcc.gnu.org/onlinedocs/) if you are unsure.
+
+The program is distributed under GPL version 2 (or later).
+
+Features available in this release (check TODO for features that might come):
+* Both owner- and user-passwords with the Standard Security Handler, rev 2 & 3.
+* Search by wordlist
+* Search by bruteforcing with specific charset
+* Optimized search for owner-password when user-password is known (or empty)
+* Extremely simple permutations of passwords (makes first letter uppercase)
+
+- currently only useful for bruteforcing with charsets:
+* Auto-save when interrupted (Ctrl-C or send SIGINT to the process)
+* Loading saved state
+
+- currently only for bruteforcing with charsets:
+* Minimum length of password to start at
+* Maximum length of password to try
+
+
+Sort your wordlist by length for best performance and consider that almost
+all passwords in PDFs are in iso latin 1 so use the correct character encoding
+in your terminal and/or wordlist when using special characters.
+
+This tool can not decrypt a Password Protected PDF. 
+Look up the pdftk toolkit which can do that, when you know the password.
diff -r 3293f59e7ea7 src/pdfcrack_TODO
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack_TODO	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,26 @@
+Replace pdfparser with a more robust and complete parsing of a PDF
+
+Optimize the crack and crypto-routines for greater performance
+
+Add support for third-party security handlers
+
+Add real permutation-support. Maybe John the Ripper could be a 
+source of inspiration?
+
+Add support for masked passwords, when we already knows parts of the password
+
+
+Furthermore:
+
+Replace pdfparser with a complete representation of the structure of a 
+PDF-file that can be used to find information and more importantly, can be 
+written out again to a file.
+For this we need to understand/represent objects (indirect and direct), the 
+file structure (lineraized and standard) and xreftables with trailers. 
+We need to be able to update/fix the xreftables when writing it.
+We also need support for LZM-compression that is used for many streams. 
+
+When the above item is done there is nothing stopping us from adding complete 
+RC4-keyspace search and decrypt without having to bother cracking the 
+passwords. An example of this search can be viewed at: 
+http://www.upl.cs.wisc.edu/~hamblin/files/rc4_single_brute.c
diff -r 3293f59e7ea7 src/pdfcrack_common.c
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack_common.c	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,83 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#include <stdio.h>
+#include <stdlib.h>
+#include "pdfcrack_common.h"
+
+void freeEncData(EncData * e)
+{
+	if (!e)
+		return;
+	if (e->o_string)
+		free(e->o_string);
+	if (e->u_string)
+		free(e->u_string);
+	if (e->fileID)
+		free(e->fileID);
+	if (e->s_handler)
+		free(e->s_handler);
+	free(e);
+}
+
+void printEncData(EncData * e)
+{
+	unsigned int i;
+	uint8_t ch;
+
+	printf("PDF version %d.%d\n", e->version_major, e->version_minor);
+	if (e->s_handler)
+		printf("Security Handler: %s\n", e->s_handler);
+	printf("V: %d\nR: %d\nP: %d\nLength: %d\nEncrypted Metadata: %s\n",
+	    e->version, e->revision, e->permissions, e->length,
+	    e->encryptMetaData ? "True" : "False");
+	printf("FileID: ");
+	for (i = 0; i < e->fileIDLen; i++) {
+		ch = e->fileID[i];
+		if (ch < 16)
+			printf("0%x", ch);
+		else
+			printf("%x", ch);
+	}
+
+  /** Assume u_string and o_string is of length 32. Not safe, but the code
+      as a whole needs a rewrite anyway
+  */
+	if (e->u_string) {
+		printf("\nU: ");
+		for (i = 0; i < 32; i++) {
+			ch = e->u_string[i];
+			if (ch < 16)
+				printf("0%x", ch);
+			else
+				printf("%x", ch);
+		}
+	}
+	if (e->o_string) {
+		printf("\nO: ");
+		for (i = 0; i < 32; i++) {
+			ch = e->o_string[i];
+			if (ch < 16)
+				printf("0%x", ch);
+			else
+				printf("%x", ch);
+		}
+	}
+	printf("\n");
+}
diff -r 3293f59e7ea7 src/pdfcrack_common.h
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack_common.h	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,58 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#ifndef _PDFCOMMON_H_
+#define _PDFCOMMON_H_
+
+#include <stdint.h>
+#include <stdbool.h>
+
+#define likely(x)       __builtin_expect((x),1)
+#define unlikely(x)     __builtin_expect((x),0)
+
+/** 
+    EncData holds all the information regarding the encryption-setting of a 
+    specific pdf. 
+    s_handler - Security handler string.
+    o_string - Owner-string, 32 bytes, not null-terminated
+    u_string - User-string, 32 bytes, not null-terminated
+    fileID - file ID in fileIDLen bytes, not null-terminated
+*/
+typedef struct EncData {
+	char *s_handler;
+	uint8_t *o_string;
+	uint8_t *u_string;
+	uint8_t *fileID;
+	bool encryptMetaData;
+	bool work_with_user;
+	bool have_userpassword;
+	unsigned int fileIDLen;
+	unsigned int version_major;
+	unsigned int version_minor;
+	int length;
+	int permissions;
+	int revision;
+	int version;
+} EncData;
+
+void freeEncData(EncData * e);
+
+void printEncData(EncData * e);
+
+#endif /** _PDFCOMMON_H_ */
diff -r 3293f59e7ea7 src/pdfcrack_md5.c
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack_md5.c	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,321 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * Copyright (C) 1996-2005 Glyph & Cog, LLC.
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#include "pdfcrack_md5.h"
+
+#define ROTATE_LEFT(x, r) ((x << r) | (x >> (32 - r)))
+
+#define RnA(a, b, s) a = ROTATE_LEFT(a, s); a += b
+
+/** MD5_ROUND1 optimized according to Colin Plumb's implementation */
+#define MD5_ROUND1(a, b, c, d, Xk, s, Ti) \
+  a += (d ^ (b & (c ^ d))) + Xk + Ti;	  \
+  RnA(a,b,s)
+
+/** MD5_ROUND2 optimized like above */
+#define MD5_ROUND2(a, b, c, d, Xk, s, Ti) \
+  a += (c ^ (d & (b ^ c))) + Xk + Ti;	  \
+  RnA(a,b,s)
+
+#define MD5_ROUND3(a, b, c, d, Xk, s, Ti) \
+  a += (b ^ c ^ d) + Xk + Ti;		  \
+  RnA(a,b,s)
+
+#define MD5_ROUND4(a, b, c, d, Xk, s, Ti) \
+  a += (c ^ (b | ~d)) + Xk + Ti;	  \
+  RnA(a,b,s)
+
+#define AA 0x67452301
+#define BB 0xefcdab89
+#define CC 0x98badcfe
+#define DD 0x10325476
+
+void md5(const uint8_t * msg, const unsigned int msgLen, uint8_t * digest)
+{
+	uint32_t x[16];
+	register uint32_t a, b, c, d;
+	uint32_t aa, bb, cc, dd;
+	int n64;
+	int i, j;
+	unsigned int k;
+
+  /** compute number of 64-byte blocks
+      (length + pad byte (0x80) + 8 bytes for length) */
+	n64 = (msgLen + 72) / 64;
+
+  /** initialize a, b, c, d */
+	a = AA;
+	b = BB;
+	c = CC;
+	d = DD;
+
+  /** loop through blocks */
+	k = 0;
+	for (i = 0; i < n64; ++i) {
+
+    /** grab a 64-byte block */
+		for (j = 0; j < 16 && k < msgLen - 3; ++j, k += 4)
+			x[j] =
+			    (((((msg[k + 3] << 8) + msg[k + 2]) << 8) + msg[k +
+				    1]) << 8) + msg[k];
+		if (i == n64 - 1) {
+			if (k == msgLen - 3)
+				x[j] =
+				    0x80000000 + (((msg[k + 2] << 8) + msg[k +
+					    1]) << 8) + msg[k];
+			else if (k == msgLen - 2)
+				x[j] = 0x800000 + (msg[k + 1] << 8) + msg[k];
+			else if (k == msgLen - 1)
+				x[j] = 0x8000 + msg[k];
+			else
+				x[j] = 0x80;
+			++j;
+			while (j < 16)
+				x[j++] = 0;
+			x[14] = msgLen << 3;
+		}
+
+    /** save a, b, c, d */
+		aa = a;
+		bb = b;
+		cc = c;
+		dd = d;
+
+    /** round 1 */
+		MD5_ROUND1(a, b, c, d, x[0], 7, 0xd76aa478);
+		MD5_ROUND1(d, a, b, c, x[1], 12, 0xe8c7b756);
+		MD5_ROUND1(c, d, a, b, x[2], 17, 0x242070db);
+		MD5_ROUND1(b, c, d, a, x[3], 22, 0xc1bdceee);
+		MD5_ROUND1(a, b, c, d, x[4], 7, 0xf57c0faf);
+		MD5_ROUND1(d, a, b, c, x[5], 12, 0x4787c62a);
+		MD5_ROUND1(c, d, a, b, x[6], 17, 0xa8304613);
+		MD5_ROUND1(b, c, d, a, x[7], 22, 0xfd469501);
+		MD5_ROUND1(a, b, c, d, x[8], 7, 0x698098d8);
+		MD5_ROUND1(d, a, b, c, x[9], 12, 0x8b44f7af);
+		MD5_ROUND1(c, d, a, b, x[10], 17, 0xffff5bb1);
+		MD5_ROUND1(b, c, d, a, x[11], 22, 0x895cd7be);
+		MD5_ROUND1(a, b, c, d, x[12], 7, 0x6b901122);
+		MD5_ROUND1(d, a, b, c, x[13], 12, 0xfd987193);
+		MD5_ROUND1(c, d, a, b, x[14], 17, 0xa679438e);
+		MD5_ROUND1(b, c, d, a, x[15], 22, 0x49b40821);
+
+    /** round 2 */
+		MD5_ROUND2(a, b, c, d, x[1], 5, 0xf61e2562);
+		MD5_ROUND2(d, a, b, c, x[6], 9, 0xc040b340);
+		MD5_ROUND2(c, d, a, b, x[11], 14, 0x265e5a51);
+		MD5_ROUND2(b, c, d, a, x[0], 20, 0xe9b6c7aa);
+		MD5_ROUND2(a, b, c, d, x[5], 5, 0xd62f105d);
+		MD5_ROUND2(d, a, b, c, x[10], 9, 0x02441453);
+		MD5_ROUND2(c, d, a, b, x[15], 14, 0xd8a1e681);
+		MD5_ROUND2(b, c, d, a, x[4], 20, 0xe7d3fbc8);
+		MD5_ROUND2(a, b, c, d, x[9], 5, 0x21e1cde6);
+		MD5_ROUND2(d, a, b, c, x[14], 9, 0xc33707d6);
+		MD5_ROUND2(c, d, a, b, x[3], 14, 0xf4d50d87);
+		MD5_ROUND2(b, c, d, a, x[8], 20, 0x455a14ed);
+		MD5_ROUND2(a, b, c, d, x[13], 5, 0xa9e3e905);
+		MD5_ROUND2(d, a, b, c, x[2], 9, 0xfcefa3f8);
+		MD5_ROUND2(c, d, a, b, x[7], 14, 0x676f02d9);
+		MD5_ROUND2(b, c, d, a, x[12], 20, 0x8d2a4c8a);
+
+    /** round 3 */
+		MD5_ROUND3(a, b, c, d, x[5], 4, 0xfffa3942);
+		MD5_ROUND3(d, a, b, c, x[8], 11, 0x8771f681);
+		MD5_ROUND3(c, d, a, b, x[11], 16, 0x6d9d6122);
+		MD5_ROUND3(b, c, d, a, x[14], 23, 0xfde5380c);
+		MD5_ROUND3(a, b, c, d, x[1], 4, 0xa4beea44);
+		MD5_ROUND3(d, a, b, c, x[4], 11, 0x4bdecfa9);
+		MD5_ROUND3(c, d, a, b, x[7], 16, 0xf6bb4b60);
+		MD5_ROUND3(b, c, d, a, x[10], 23, 0xbebfbc70);
+		MD5_ROUND3(a, b, c, d, x[13], 4, 0x289b7ec6);
+		MD5_ROUND3(d, a, b, c, x[0], 11, 0xeaa127fa);
+		MD5_ROUND3(c, d, a, b, x[3], 16, 0xd4ef3085);
+		MD5_ROUND3(b, c, d, a, x[6], 23, 0x04881d05);
+		MD5_ROUND3(a, b, c, d, x[9], 4, 0xd9d4d039);
+		MD5_ROUND3(d, a, b, c, x[12], 11, 0xe6db99e5);
+		MD5_ROUND3(c, d, a, b, x[15], 16, 0x1fa27cf8);
+		MD5_ROUND3(b, c, d, a, x[2], 23, 0xc4ac5665);
+
+    /** round 4 */
+		MD5_ROUND4(a, b, c, d, x[0], 6, 0xf4292244);
+		MD5_ROUND4(d, a, b, c, x[7], 10, 0x432aff97);
+		MD5_ROUND4(c, d, a, b, x[14], 15, 0xab9423a7);
+		MD5_ROUND4(b, c, d, a, x[5], 21, 0xfc93a039);
+		MD5_ROUND4(a, b, c, d, x[12], 6, 0x655b59c3);
+		MD5_ROUND4(d, a, b, c, x[3], 10, 0x8f0ccc92);
+		MD5_ROUND4(c, d, a, b, x[10], 15, 0xffeff47d);
+		MD5_ROUND4(b, c, d, a, x[1], 21, 0x85845dd1);
+		MD5_ROUND4(a, b, c, d, x[8], 6, 0x6fa87e4f);
+		MD5_ROUND4(d, a, b, c, x[15], 10, 0xfe2ce6e0);
+		MD5_ROUND4(c, d, a, b, x[6], 15, 0xa3014314);
+		MD5_ROUND4(b, c, d, a, x[13], 21, 0x4e0811a1);
+		MD5_ROUND4(a, b, c, d, x[4], 6, 0xf7537e82);
+		MD5_ROUND4(d, a, b, c, x[11], 10, 0xbd3af235);
+		MD5_ROUND4(c, d, a, b, x[2], 15, 0x2ad7d2bb);
+		MD5_ROUND4(b, c, d, a, x[9], 21, 0xeb86d391);
+
+    /** increment a, b, c, d */
+		a += aa;
+		b += bb;
+		c += cc;
+		d += dd;
+	}
+
+  /** break digest into bytes */
+	digest[0] = (uint8_t) (a & 0xff);
+	digest[1] = (uint8_t) ((a >>= 8) & 0xff);
+	digest[2] = (uint8_t) ((a >>= 8) & 0xff);
+	digest[3] = (uint8_t) ((a >>= 8) & 0xff);
+	digest[4] = (uint8_t) (b & 0xff);
+	digest[5] = (uint8_t) ((b >>= 8) & 0xff);
+	digest[6] = (uint8_t) ((b >>= 8) & 0xff);
+	digest[7] = (uint8_t) ((b >>= 8) & 0xff);
+	digest[8] = (uint8_t) (c & 0xff);
+	digest[9] = (uint8_t) ((c >>= 8) & 0xff);
+	digest[10] = (uint8_t) ((c >>= 8) & 0xff);
+	digest[11] = (uint8_t) ((c >>= 8) & 0xff);
+	digest[12] = (uint8_t) (d & 0xff);
+	digest[13] = (uint8_t) ((d >>= 8) & 0xff);
+	digest[14] = (uint8_t) ((d >>= 8) & 0xff);
+	digest[15] = (uint8_t) ((d >>= 8) & 0xff);
+}
+
+/** fast version of "for(i=0; i<50; i++) { md5(msg, 16, msg); }" */
+void md5_50(uint8_t * msg)
+{
+	register uint32_t a, b, c, d;
+	int i;
+
+	a = (((((msg[3] << 8) + msg[2]) << 8) + msg[1]) << 8) + msg[0];
+	b = (((((msg[7] << 8) + msg[6]) << 8) + msg[5]) << 8) + msg[4];
+	c = (((((msg[11] << 8) + msg[10]) << 8) + msg[9]) << 8) + msg[8];
+	d = (((((msg[15] << 8) + msg[14]) << 8) + msg[13]) << 8) + msg[12];
+
+	for (i = 0; i < 50; ++i) {
+		uint32_t aa, bb, cc, dd;
+
+		dd = d;
+		cc = c;
+		bb = b;
+		aa = a;
+
+    /** round 1 */
+    /**MD5_ROUND1(a,BB,CC,DD, aa, 7, 0xd76aa478);
+       MD5_ROUND1(d, a,BB,CC, bb,12, 0xe8c7b756);
+       MD5_ROUND1(c, d, a,BB, cc,17, 0x242070db);
+       MD5_ROUND1(b, c, d, a, dd,22, 0xc1bdceee);*/
+		a += 0xd76aa477;
+		RnA(a, BB, 7);
+		d = 0xf8fa0bcc + b + (CC ^ (a & 0x77777777));
+		RnA(d, a, 12);
+		c += 0xbcdb4dd9 + (BB ^ (d & (a ^ BB)));
+		RnA(c, d, 17);
+		b = 0xb18b7a77 + dd + (a ^ (c & (d ^ a)));
+		RnA(b, c, 22);
+		MD5_ROUND1(a, b, c, d, 0x80, 7, 0xf57c0faf);
+		MD5_ROUND1(d, a, b, c, 0, 12, 0x4787c62a);
+		MD5_ROUND1(c, d, a, b, 0, 17, 0xa8304613);
+		MD5_ROUND1(b, c, d, a, 0, 22, 0xfd469501);
+		MD5_ROUND1(a, b, c, d, 0, 7, 0x698098d8);
+		MD5_ROUND1(d, a, b, c, 0, 12, 0x8b44f7af);
+		MD5_ROUND1(c, d, a, b, 0, 17, 0xffff5bb1);
+		MD5_ROUND1(b, c, d, a, 0, 22, 0x895cd7be);
+		MD5_ROUND1(a, b, c, d, 0, 7, 0x6b901122);
+		MD5_ROUND1(d, a, b, c, 0, 12, 0xfd987193);
+		MD5_ROUND1(c, d, a, b, 0x80, 17, 0xa679438e);
+		MD5_ROUND1(b, c, d, a, 0, 22, 0x49b40821);
+
+    /** round 2 */
+		MD5_ROUND2(a, b, c, d, bb, 5, 0xf61e2562);
+		MD5_ROUND2(d, a, b, c, 0, 9, 0xc040b340);
+		MD5_ROUND2(c, d, a, b, 0, 14, 0x265e5a51);
+		MD5_ROUND2(b, c, d, a, aa, 20, 0xe9b6c7aa);
+		MD5_ROUND2(a, b, c, d, 0, 5, 0xd62f105d);
+		MD5_ROUND2(d, a, b, c, 0, 9, 0x02441453);
+		MD5_ROUND2(c, d, a, b, 0, 14, 0xd8a1e681);
+		MD5_ROUND2(b, c, d, a, 0x80, 20, 0xe7d3fbc8);
+		MD5_ROUND2(a, b, c, d, 0, 5, 0x21e1cde6);
+		MD5_ROUND2(d, a, b, c, 0x80, 9, 0xc33707d6);
+		MD5_ROUND2(c, d, a, b, dd, 14, 0xf4d50d87);
+		MD5_ROUND2(b, c, d, a, 0, 20, 0x455a14ed);
+		MD5_ROUND2(a, b, c, d, 0, 5, 0xa9e3e905);
+		MD5_ROUND2(d, a, b, c, cc, 9, 0xfcefa3f8);
+		MD5_ROUND2(c, d, a, b, 0, 14, 0x676f02d9);
+		MD5_ROUND2(b, c, d, a, 0, 20, 0x8d2a4c8a);
+
+    /** round 3 */
+		MD5_ROUND3(a, b, c, d, 0, 4, 0xfffa3942);
+		MD5_ROUND3(d, a, b, c, 0, 11, 0x8771f681);
+		MD5_ROUND3(c, d, a, b, 0, 16, 0x6d9d6122);
+		MD5_ROUND3(b, c, d, a, 0x80, 23, 0xfde5380c);
+		MD5_ROUND3(a, b, c, d, bb, 4, 0xa4beea44);
+		MD5_ROUND3(d, a, b, c, 0x80, 11, 0x4bdecfa9);
+		MD5_ROUND3(c, d, a, b, 0, 16, 0xf6bb4b60);
+		MD5_ROUND3(b, c, d, a, 0, 23, 0xbebfbc70);
+		MD5_ROUND3(a, b, c, d, 0, 4, 0x289b7ec6);
+		MD5_ROUND3(d, a, b, c, aa, 11, 0xeaa127fa);
+		MD5_ROUND3(c, d, a, b, dd, 16, 0xd4ef3085);
+		MD5_ROUND3(b, c, d, a, 0, 23, 0x04881d05);
+		MD5_ROUND3(a, b, c, d, 0, 4, 0xd9d4d039);
+		MD5_ROUND3(d, a, b, c, 0, 11, 0xe6db99e5);
+		MD5_ROUND3(c, d, a, b, 0, 16, 0x1fa27cf8);
+		MD5_ROUND3(b, c, d, a, cc, 23, 0xc4ac5665);
+
+    /** round 4 */
+		MD5_ROUND4(a, b, c, d, aa, 6, 0xf4292244);
+		MD5_ROUND4(d, a, b, c, 0, 10, 0x432aff97);
+		MD5_ROUND4(c, d, a, b, 0x80, 15, 0xab9423a7);
+		MD5_ROUND4(b, c, d, a, 0, 21, 0xfc93a039);
+		MD5_ROUND4(a, b, c, d, 0, 6, 0x655b59c3);
+		MD5_ROUND4(d, a, b, c, dd, 10, 0x8f0ccc92);
+		MD5_ROUND4(c, d, a, b, 0, 15, 0xffeff47d);
+		MD5_ROUND4(b, c, d, a, bb, 21, 0x85845dd1);
+		MD5_ROUND4(a, b, c, d, 0, 6, 0x6fa87e4f);
+		MD5_ROUND4(d, a, b, c, 0, 10, 0xfe2ce6e0);
+		MD5_ROUND4(c, d, a, b, 0, 15, 0xa3014314);
+		MD5_ROUND4(b, c, d, a, 0, 21, 0x4e0811a1);
+		MD5_ROUND4(a, b, c, d, 0x80, 6, 0xf7537e82);
+		MD5_ROUND4(d, a, b, c, 0, 10, 0xbd3af235);
+		MD5_ROUND4(c, d, a, b, cc, 15, 0x2ad7d2bb);
+		MD5_ROUND4(b, c, d, a, 0, 21, 0xeb86d391);
+
+		a += AA;
+		b += BB;
+		c += CC;
+		d += DD;
+	}
+
+  /** break digest into bytes */
+	msg[0] = (uint8_t) (a & 0xff);
+	msg[1] = (uint8_t) ((a >>= 8) & 0xff);
+	msg[2] = (uint8_t) ((a >>= 8) & 0xff);
+	msg[3] = (uint8_t) ((a >>= 8) & 0xff);
+	msg[4] = (uint8_t) (b & 0xff);
+	msg[5] = (uint8_t) ((b >>= 8) & 0xff);
+	msg[6] = (uint8_t) ((b >>= 8) & 0xff);
+	msg[7] = (uint8_t) ((b >>= 8) & 0xff);
+	msg[8] = (uint8_t) (c & 0xff);
+	msg[9] = (uint8_t) ((c >>= 8) & 0xff);
+	msg[10] = (uint8_t) ((c >>= 8) & 0xff);
+	msg[11] = (uint8_t) ((c >>= 8) & 0xff);
+	msg[12] = (uint8_t) (d & 0xff);
+	msg[13] = (uint8_t) ((d >>= 8) & 0xff);
+	msg[14] = (uint8_t) ((d >>= 8) & 0xff);
+	msg[15] = (uint8_t) ((d >>= 8) & 0xff);
+}
diff -r 3293f59e7ea7 src/pdfcrack_md5.h
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfcrack_md5.h	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,28 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#ifndef _MD5_H_
+#define _MD5_H_
+#include <stdint.h>
+
+void md5(const uint8_t * msg, const unsigned int msgLen, uint8_t * digest);
+
+void md5_50(uint8_t * msg);
+
+#endif /** _MD5_H_ */
diff -r 3293f59e7ea7 src/pdfdump
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfdump	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,4 @@
+PDF-Example-Password.pdf:$pdf$Standard*badad1e86442699427116d3e5d5271bc80a27814fc5e80f815efeef839354c5f*289ece9b5ce451a5d7064693dab3badf101112131415161718191a1b1c1d1e1f*16*34b1b6e593787af681a9b63fa8bf563b*1*1*0*1*4*128*-4*3*2
+test-3-RC4-40-open-testpassword.pdf:$pdf$Standard*9a1156c38ab8177598d1608df7d7e340ae639679bd66bc4cda9bc9a4eedeb170*1f300cd939dd5cf0920c787f12d16be22205e55a5bec5c9c6d563ab4fd0770d7*16*c015cff8dbf99345ac91c84a45667784*1*1*0*1*6*40*-4*2*1
+test-3-RC4-40-open-test.pdf:$pdf$Standard*7303809eaf677bdb5ca64b9d8cb0ccdd47d09a7b28ad5aa522c62685c6d9e499*bf38d7a59daaf38365a338e1fc07976102f1dfd6bdb52072032f57920109b43a*16*c56bbc4145d25b468a873618cd71c2d3*1*1*0*1*6*40*-4*2*1
+test-5-RC4-128-open-testpassword.pdf:$pdf$Standard*137ad7063db5114a66ce1900d47e5cab9c5d7053487d92ac978f54db86eca393*0231a4c9cae29b53892874e168cfae9600000000000000000000000000000000*16*c015cff8dbf99345ac91c84a45667784*1*1*0*1*6*128*-1028*3*2
diff -r 3293f59e7ea7 src/pdfparser.c
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfparser.c	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,609 @@
+/**
+ * Copyright (C) 2006-2008 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#include "pdfparser.h"
+#include <stdlib.h>
+#include <string.h>
+
+#define BUFFSIZE 256
+
+/** Please rewrite all of this file in a clean and stable way */
+
+struct p_str {
+  uint8_t *content;
+  uint8_t len;
+};
+
+typedef struct p_str p_str;
+
+__attribute__ ((pure)) static inline bool
+isWhiteSpace(const int ch) {
+  return (ch == 0x20 || (ch >= 0x09 && ch <= 0x0d) || ch == 0x00);
+}
+
+__attribute__ ((pure)) static bool
+isDelimiter(const int ch) {
+  switch(ch) {
+  case '(':
+  case ')':
+  case '<':
+  case '>':
+  case '[':
+  case ']':
+  case '{':
+  case '}':
+  case '/':
+  case '%':
+    return true;
+  default:
+    return false;
+  }
+}
+
+__attribute__ ((pure)) static inline bool
+isEndOfLine(const int ch) {
+  return (ch == 0x0a || ch == 0x0d);
+}
+
+static int
+parseIntWithC(FILE *file, const int c) {
+  bool neg = false;
+  int i = 0;
+  int ch = c;
+
+  if(ch == '-') {
+    neg = true;
+    ch = getc(file);
+  }
+  else if(ch == '+')
+    ch = getc(file);
+  while(ch >= '0' && ch <= '9') {
+    i *= 10;
+    i += ch-'0';
+    ch = getc(file);
+  }
+  ungetc(ch,file);
+  if(neg)
+    i *= -1;
+
+  return i;
+}
+
+static int
+parseInt(FILE *file) {
+  return parseIntWithC(file, getc(file));
+}
+
+
+static char
+parseWhiteSpace(FILE *file) {
+  int ch;
+  do {
+    ch = getc(file);
+  } while(isWhiteSpace(ch));
+  return ch;
+}
+
+static char*
+parseName(FILE *file) {
+  int ch;
+  unsigned int i;
+  char *ret;
+  char buff[BUFFSIZE];
+
+  ch = parseWhiteSpace(file);
+
+  if(ch != '/') {
+    ungetc(ch, file);
+    return NULL;
+  }
+  ch = getc(file);
+  for(i=0; i<BUFFSIZE && !isWhiteSpace(ch) && 
+	!isDelimiter(ch) && ch != EOF; ++i) {
+    buff[i] = ch;
+    ch = getc(file);
+  }
+  ungetc(ch, file);
+  buff[i++] = '\0';
+  ret = malloc(sizeof(char)*i);
+  memcpy(ret, buff, i);
+  return ret;
+}
+
+/**
+static bool
+isName(FILE *file, const char *str) {
+  int ch;
+  unsigned int i;
+
+  ch = parseWhiteSpace(file);
+
+  if(ch != '/') {
+    ungetc(ch, file);
+    return false;
+  }
+  for(i=0; i<strlen(str); ++i) {
+    ch = getc(file);
+    if(ch != str[i])
+      return false;
+  }
+  return true;
+}
+*/
+
+static bool
+isWord(FILE *file, const char *str) {
+  int ch;
+  unsigned int i;
+  for(i=0; i<strlen(str); ++i)
+    if((ch = getc(file)) != str[i])
+      goto ret;
+  return true;
+ ret:
+  ungetc(ch,file);
+  return false;
+}
+
+bool
+openPDF(FILE *file, EncData *e) {
+  bool ret = false;
+  int minor_v = 0, major_v = 0;
+  if(getc(file) == '%' && getc(file) == 'P' && getc(file) == 'D' 
+     && getc(file) == 'F' && getc(file) == '-') {
+    major_v = parseInt(file);
+    if(getc(file) == '.')
+      minor_v = parseInt(file);
+    if(major_v >= 0)
+      ret = true;
+  }
+
+  if(ret) {
+    e->version_major = major_v;
+    e->version_minor = minor_v;
+  } 
+  return ret;
+}
+
+__attribute__ ((pure)) static uint8_t
+hexToInt(const int b) {
+  if(b >= '0' && b <= '9')
+    return b-'0';
+  else if(b >= 'a' && b <= 'f')
+    return b-'a'+10;
+  else if(b >= 'A' && b <= 'F')
+    return b-'A'+10;
+  else
+    return 0;
+}
+
+static p_str*
+parseHexString(const uint8_t *buf, const unsigned int len) {
+  unsigned int i,j;
+  p_str *ret;
+ 
+  ret = malloc(sizeof(p_str));
+  ret->content = malloc(sizeof(uint8_t)*(len/2));
+  ret->len = (len/2);
+
+  for(i=0, j=0; i<len; i += 2) {
+    ret->content[j] = hexToInt(buf[i]) * 16;
+    ret->content[j] += hexToInt(buf[i+1]);
+    j++;
+  }
+
+  return ret;
+}
+
+static p_str*
+objStringToByte(const uint8_t* str, const unsigned int len) {
+  unsigned int i, j, l;
+  uint8_t b, d;
+  uint8_t tmp[len];
+  p_str *ret;
+
+  for(i=0, l=0; i<len; i++, l++) {
+    b = str[i];
+    if(b == '\\') {
+      /** 
+       * We have reached a special character or the beginning of a octal 
+       * up to three digit number and should skip the initial backslash
+       **/
+      i++;
+      switch(str[i]) {
+      case 'n':
+	b = 0x0a;
+	break;
+      case 'r':
+	b = 0x0d;
+	break;
+      case 't':
+	b = 0x09;
+	break;
+      case 'b':
+	b = 0x08;
+	break;
+      case 'f':
+	b = 0x0c;
+	break;
+      case '(':
+	b = '(';
+	break;
+      case ')':
+	b = ')';
+	break;
+      case '\\':
+	b = '\\';
+	break;
+      default:
+	if(str[i] >= '0' && str[i] < '8') {
+	  d = 0;
+	  for(j=0; i < len && j < 3 &&
+		str[i] >= '0' && str[i] < '8' &&
+		(d*8)+(str[i]-'0') < 256; j++, i++) {
+	    d *= 8;
+	    d += (str[i]-'0');
+	  }
+	  /** 
+	   * We need to step back one step if we reached the end of string
+	   * or the end of digits (like for example \0000)
+	   **/
+	  if(i < len || j < 3) {
+	    i--;
+	  }
+
+	  b = d;
+	}
+      }
+    }
+    tmp[l] = b;
+  }
+
+  ret = malloc(sizeof(p_str));
+  ret->content = malloc(sizeof(uint8_t)*(l));
+  ret->len = l-1;
+
+  memcpy(ret->content, tmp, l);
+
+  return ret;
+}
+
+static p_str*
+parseRegularString(FILE *file) {
+  unsigned int len, p;
+  int ch;
+  p_str *ret;
+  uint8_t buf[BUFFSIZE];
+  bool skip = false;
+
+  ch = parseWhiteSpace(file);
+  if(ch == '(') {
+    p = 1;
+    ch = getc(file);
+    for(len=0; len < BUFFSIZE && p > 0 && ch != EOF; len++) {
+      buf[len] = ch;
+      if(skip == false) {
+	if(ch == '(')
+	  p++;
+	else if(ch == ')')
+	  p--;
+	if(ch == '\\')
+	  skip = true;
+      }
+      else
+	skip = false;
+      ch = getc(file);
+    }
+    ungetc(ch, file);
+    ret = objStringToByte(buf, len);
+  }
+  else if(ch == '<') {
+    len = 0;
+    while(ch != '>' && len < BUFFSIZE && ch != EOF) {
+      if((ch >= '0' && ch <= '9') || 
+	 (ch >= 'a' && ch <= 'f') || 
+	 (ch >= 'A' && ch <= 'F')) {
+	buf[len++] = ch;
+      }
+      ch = getc(file);
+    }
+    ungetc(ch,file);
+    ret = parseHexString(buf,len);
+  }
+  else
+    ret = NULL;
+return ret;
+}
+
+/* TODO: add support for detecting AESV2 and AESV3 encrypted documents lacking "trailer dictionary" */
+static int
+findTrailer(FILE *file, EncData *e) {
+  int ch;
+  /**  int pos_i; */
+  bool encrypt = false;
+  bool id = false;
+  int e_pos = -1;
+  p_str *str = NULL;
+  
+  ch = getc(file);
+  while(ch != EOF) {
+    if(isEndOfLine(ch)) {
+      if(isWord(file, "trailer")) {
+	/**	printf("found trailer\n");*/
+	ch = parseWhiteSpace(file);
+	if(ch == '<' && getc(file) == '<') {
+	  /** we can be pretty sure to have found the trailer.
+	      start looking for the Encrypt-entry */
+
+	  /**
+	  pos_i = ftell(file);
+	  printf("found Trailer at pos %x\n", pos_i);
+	  */
+	  ch = getc(file);
+	  while(ch != EOF) {
+	    if(ch == '>') {
+	      ch = getc(file);
+	      if(ch == '>')
+		break;
+	    }
+	    while(ch != '/' && ch != EOF) {
+	      ch = getc(file);
+	    }
+	    ch = getc(file);
+	    /**printf("found a name: %c\n", ch);*/
+	    if(e_pos < 0 && ch == 'E' && isWord(file, "ncrypt")) {
+	      e_pos = parseIntWithC(file,parseWhiteSpace(file));
+	      if(e_pos >= 0) {
+		/**
+		   pos_i = ftell(file);
+		   printf("found Encrypt at pos %x, ", pos_i);
+		   printf("%d\n", e_pos);
+		*/
+		encrypt = true;
+	      }
+	    }
+	    else if(ch == 'I' && getc(file) == 'D') {
+	      ch = parseWhiteSpace(file);
+	      while(ch != '[' && ch != EOF)
+		ch = getc(file);
+
+	      if(str) {
+		if(str->content)
+		  free(str->content);
+		free(str);
+	      }
+
+	      str = parseRegularString(file);
+	      /**
+	      pos_i = ftell(file);
+	      printf("found ID at pos %x\n", pos_i);
+	      */
+	      if(str)
+		id = true;
+	      ch = getc(file);
+	    }
+	    else
+	      ch = getc(file);
+	    if(encrypt && id) {
+	      /**printf("found all, returning: epos: %d\n",e_pos);*/
+	      e->fileID = str->content;
+	      e->fileIDLen = str->len;
+	      free(str);
+	      return e_pos;
+	    }
+	  }
+	}  
+      }
+      else {
+	ch = getc(file);
+      }
+    }
+    else
+      ch = getc(file);
+  }
+  /**  printf("finished searching\n");*/
+
+  if(str) {
+    if(str->content)
+      	free(str->content);
+    free(str);
+  }
+
+  if(!encrypt && id)
+      return ETRENF;
+  else if(!id && encrypt)
+    return ETRINF;
+  else 
+    return ETRANF;
+}
+
+static bool
+parseEncrypObject(FILE *file, EncData *e) {
+  int ch, dict = 1;
+  bool fe = false;
+  bool ff = false;
+  bool fl = false;
+  bool fo = false;
+  bool fp = false;
+  bool fr = false;
+  bool fu = false;
+  bool fv = false;
+  p_str *str = NULL;
+
+  ch = getc(file);
+  while(ch != EOF) {
+    if(ch == '>') {
+      ch = getc(file);
+      if(ch == '>') {
+	dict--;
+	if(dict <= 0)
+	   break;
+      }
+    }
+    else if(ch == '<') {
+      ch = getc(file);
+      if(ch == '<') {
+	dict++;
+      }
+    }
+    if(ch == '/') {
+      ch = getc(file);
+      switch(ch) {
+      case 'E':
+	if(isWord(file, "ncryptMetadata")) {
+	  ungetc(parseWhiteSpace(file), file);
+	  if(isWord(file, "false"))
+	    fe = true;
+	}
+	break;
+      case 'F':
+	if(isWord(file, "ilter")) {
+	  char *s_handler = parseName(file);
+	  if(s_handler != NULL) {
+	    e->s_handler = s_handler;
+	    ff = true;
+	  }
+	  break;
+	}
+      case 'L':
+	if(isWord(file, "ength")) {
+	  int tmp_l = parseIntWithC(file,parseWhiteSpace(file));
+	  if(!fl) { 
+	    /* BZZZT!!  This is sooo wrong but will work for most cases.
+	       only use the first length we stumble upon */
+	    e->length = tmp_l;
+	  }
+	  fl = true;
+	}
+	break;
+      case 'O':
+	str = parseRegularString(file);
+	if(!str)
+	  break;
+	if(str->len != 32)
+	  fprintf(stderr, "WARNING: O-String != 32 Bytes: %d\n", str->len);
+	e->o_string = str->content;
+	free(str);
+	fo = true;
+	break;
+      case 'P':
+	ch = getc(file);
+	if(isWhiteSpace(ch)) {
+	  ch = parseWhiteSpace(file);
+	  e->permissions = parseIntWithC(file,ch);
+	  fp = true;
+	}
+	break;
+      case 'R':
+	ch = getc(file);
+	if(isWhiteSpace(ch)) {
+	  ch = parseWhiteSpace(file);
+	  e->revision = parseIntWithC(file,ch);
+	  fr = true;
+	}
+	break;
+      case 'U':
+	str = parseRegularString(file);
+	if(!str)
+	  break;
+	if(str->len != 32)
+	  fprintf(stderr, "WARNING: U-String != 32 Bytes: %d\n", str->len);
+	e->u_string = str->content;
+	free(str);
+	fu = true;
+	break;
+      case 'V':
+	ch = getc(file);
+	if(isWhiteSpace(ch)) {
+	  e->version = parseIntWithC(file, parseWhiteSpace(file));
+	  fv = true;
+	}
+	break;
+      default:
+	break;
+      }
+    }
+    ch = parseWhiteSpace(file);
+  }
+
+  if(!fe)
+    e->encryptMetaData = true;
+  if(!fl)
+    e->length = 40;
+  if(!fv)
+    e->version = 0;
+
+  if(strcmp(e->s_handler,"Standard") != 0)
+    return true;
+
+  return ff & fo && fp && fr && fu;
+}
+
+/** 
+    This is not a really definitive search.
+    Should be replaced with something better
+*/
+static bool
+findEncryptObject(FILE *file, const int e_pos, EncData *e) {
+  int ch;
+
+  /** only find the encrypt object if e_pos > -1 */
+  if(e_pos < 0)
+    return false;
+
+  ch = getc(file);
+  while(ch != EOF) {
+    if(isEndOfLine(ch)) {
+      if(parseInt(file) == e_pos) {
+	ch = parseWhiteSpace(file);
+	if(ch >= '0' && ch <= '9') {
+	  ch = parseWhiteSpace(file);
+	  if(ch == 'o' && getc(file) == 'b' && getc(file) == 'j' &&
+	     parseWhiteSpace(file) == '<' && getc(file) == '<') {
+	    return parseEncrypObject(file, e);
+	  }
+	}
+      }
+    }
+    ch = getc(file);
+  }
+  return false;
+}
+
+
+int
+getEncryptedInfo(FILE *file, EncData *e) {
+  int e_pos = -1;
+  bool ret;
+
+  if(fseek(file, 0L, SEEK_END-1024))
+    e_pos = findTrailer(file, e);
+  if(e_pos < 0) {
+    rewind(file);
+    e_pos = findTrailer(file, e);
+  }
+  if(e_pos < 0) {
+    return e_pos;
+  }
+  rewind(file);
+  ret = findEncryptObject(file, e_pos, e);
+  if(!ret)
+    return EENCNF;
+
+  return 0;
+}
diff -r 3293f59e7ea7 src/pdfparser.h
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/pdfparser.h	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,39 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#ifndef _PDFPARSER_H_
+#define _PDFPARSER_H_
+#include <stdio.h>
+#include <stdint.h>
+#include <stdbool.h>
+#include "pdfcrack_common.h"
+
+#define EENCNF -1 /* Encryption Object Not Found */
+#define ETRANF -2 /* Trailer Information Not Found */
+#define ETRENF -3 /* Trailer: Encryption Object Not Found */
+#define ETRINF -4 /* Trailer: FileID Object Not Found */
+
+bool
+openPDF(FILE *file, EncData *e);
+
+int
+getEncryptedInfo(FILE *file, EncData *e);
+
+
+#endif /** _PDFPARSER_H_ */
diff -r 3293f59e7ea7 src/rc4.c
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/rc4.c	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,213 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+#include <string.h>
+#include <assert.h>
+#include "rc4.h"
+
+#define likely(x)       __builtin_expect((x),1)
+#define unlikely(x)     __builtin_expect((x),0)
+
+/** Seems to faster to do a memcpy of this on my machine than to create 
+    the array with a loop
+*/
+static const uint8_t
+initial_state[256] = {
+  0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x0a, 0x0b,
+  0x0c, 0x0d, 0x0e, 0x0f, 0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16, 0x17,
+  0x18, 0x19, 0x1a, 0x1b, 0x1c, 0x1d, 0x1e, 0x1f, 0x20, 0x21, 0x22, 0x23,
+  0x24, 0x25, 0x26, 0x27, 0x28, 0x29, 0x2a, 0x2b, 0x2c, 0x2d, 0x2e, 0x2f,
+  0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x3a, 0x3b,
+  0x3c, 0x3d, 0x3e, 0x3f, 0x40, 0x41, 0x42, 0x43, 0x44, 0x45, 0x46, 0x47,
+  0x48, 0x49, 0x4a, 0x4b, 0x4c, 0x4d, 0x4e, 0x4f, 0x50, 0x51, 0x52, 0x53,
+  0x54, 0x55, 0x56, 0x57, 0x58, 0x59, 0x5a, 0x5b, 0x5c, 0x5d, 0x5e, 0x5f,
+  0x60, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66, 0x67, 0x68, 0x69, 0x6a, 0x6b,
+  0x6c, 0x6d, 0x6e, 0x6f, 0x70, 0x71, 0x72, 0x73, 0x74, 0x75, 0x76, 0x77,
+  0x78, 0x79, 0x7a, 0x7b, 0x7c, 0x7d, 0x7e, 0x7f, 0x80, 0x81, 0x82, 0x83,
+  0x84, 0x85, 0x86, 0x87, 0x88, 0x89, 0x8a, 0x8b, 0x8c, 0x8d, 0x8e, 0x8f,
+  0x90, 0x91, 0x92, 0x93, 0x94, 0x95, 0x96, 0x97, 0x98, 0x99, 0x9a, 0x9b,
+  0x9c, 0x9d, 0x9e, 0x9f, 0xa0, 0xa1, 0xa2, 0xa3, 0xa4, 0xa5, 0xa6, 0xa7,
+  0xa8, 0xa9, 0xaa, 0xab, 0xac, 0xad, 0xae, 0xaf, 0xb0, 0xb1, 0xb2, 0xb3,
+  0xb4, 0xb5, 0xb6, 0xb7, 0xb8, 0xb9, 0xba, 0xbb, 0xbc, 0xbd, 0xbe, 0xbf,
+  0xc0, 0xc1, 0xc2, 0xc3, 0xc4, 0xc5, 0xc6, 0xc7, 0xc8, 0xc9, 0xca, 0xcb,
+  0xcc, 0xcd, 0xce, 0xcf, 0xd0, 0xd1, 0xd2, 0xd3, 0xd4, 0xd5, 0xd6, 0xd7,
+  0xd8, 0xd9, 0xda, 0xdb, 0xdc, 0xdd, 0xde, 0xdf, 0xe0, 0xe1, 0xe2, 0xe3,
+  0xe4, 0xe5, 0xe6, 0xe7, 0xe8, 0xe9, 0xea, 0xeb, 0xec, 0xed, 0xee, 0xef,
+  0xf0, 0xf1, 0xf2, 0xf3, 0xf4, 0xf5, 0xf6, 0xf7, 0xf8, 0xf9, 0xfa, 0xfb,
+  0xfc, 0xfd, 0xfe, 0xff};
+
+#define key_pass(n) {				\
+    tmp = state[++i];				\
+    j = (j + tmp + key[n]);			\
+    state[i] = state[j];			\
+    state[j] = tmp;				\
+  }
+
+/** Do rc4-decrypt with key on bs of length 32 and compare it to match */
+__attribute__ ((pure)) bool
+rc4Match40b(const uint8_t *key, const uint8_t *bs,const uint8_t *match) {
+  uint8_t state[256];
+  register unsigned int i;
+  register uint8_t j, tmp;
+
+  /** initialize the state */
+  memcpy(state, initial_state, 256);
+
+  /** do the shuffle */
+  j = key[0];
+  state[0] = j;
+  state[j] = 0;
+  i = 0;
+  do {
+    key_pass(1);
+    key_pass(2);
+    key_pass(3);
+    key_pass(4);
+    key_pass(0);
+  } while(i < 255);
+
+  j = 0;
+  for(i=1;i<=32;++i) {
+    tmp = state[i];
+    j += tmp;
+    state[i] = state[j];
+    state[j] = tmp;
+
+    /** 
+	Only continue if we match the match-strings characters.
+	The match should only happen once every 256 try or so and that is 
+	the motivation behind the likely-hint
+    */
+    tmp += state[i];
+    if(likely((bs[i-1]^state[tmp]) != match[i-1]))
+      return false;
+  }
+  return true;
+}
+
+static void
+(*rc4d)(const uint8_t *key, const uint8_t *bs,
+	const unsigned int len, uint8_t *out) = NULL;
+
+/** Do 40-bit rc4-decrypt with key on bs of length len and 
+    put the result in out 
+*/
+static void
+rc4Decrypt40b(const uint8_t *key, const uint8_t *bs,
+	      const unsigned int len, uint8_t *out) {
+  uint8_t state[256];
+  register unsigned int i;
+  register uint8_t j, tmp;
+
+  assert(len < 256);
+
+  /** initialize the state */
+  memcpy(state, initial_state, 256);
+
+  /** do the shuffle */
+  j = key[0];
+  state[0] = j;
+  state[j] = 0;
+  i = 0;
+  do {
+    key_pass(1);
+    key_pass(2);
+    key_pass(3);
+    key_pass(4);
+    key_pass(0);
+  } while(i < 255);
+
+  j = 0;
+  for(i=1;i<=len;++i) {
+    tmp = state[i];
+    j += tmp;
+    state[i] = state[j];
+    state[j] = tmp;
+
+    tmp += state[i];
+    out[i-1] = bs[i-1]^state[tmp];
+  }
+}
+
+/** Do 128-bit rc4-decrypt with key on bs of length len and 
+    put the result in out 
+*/
+static void
+rc4Decrypt128b(const uint8_t *key, const uint8_t *bs,
+	       const unsigned int len, uint8_t *out) {
+  uint8_t state[256];
+  register int i;
+  register uint8_t j, tmp;
+
+  assert(len < 256);
+
+  /** initialize the state */
+  memcpy(state, initial_state, 256);
+
+  /** do the shuffle */
+  j = 0;
+  i = -1;
+  do {
+    key_pass( 0);
+    key_pass( 1);
+    key_pass( 2);
+    key_pass( 3);
+    key_pass( 4);
+    key_pass( 5);
+    key_pass( 6);
+    key_pass( 7);
+    key_pass( 8);
+    key_pass( 9);
+    key_pass(10);
+    key_pass(11);
+    key_pass(12);
+    key_pass(13);
+    key_pass(14);
+    key_pass(15);
+  } while(i < 255);
+
+  j = 0;
+  for(i=1;(unsigned int)i<=len;++i) {
+    tmp = state[i];
+    j += tmp;
+    state[i] = state[j];
+    state[j] = tmp;
+
+    tmp += state[i];
+    out[i-1] = bs[i-1]^state[tmp];
+  }
+}
+
+/** Just a wrapper for the function optimized for a specific length */
+inline void
+rc4Decrypt(const uint8_t *key, const uint8_t *bs,
+	   const unsigned int len, uint8_t *out) {
+  rc4d(key, bs, len, out);
+}
+
+/** sets which function the wrapper should call */
+__attribute__ ((pure)) bool
+setrc4DecryptMethod(const unsigned int length) {
+  if(length == 128)
+    rc4d = &rc4Decrypt128b;
+  else if(length == 40)
+    rc4d = &rc4Decrypt40b;
+  else
+    return false;
+  return true;
+}
diff -r 3293f59e7ea7 src/rc4.h
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/rc4.h	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,35 @@
+/**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ */
+
+#ifndef _RC4_H_
+#define _RC4_H_
+#include <stdint.h>
+#include <stdbool.h>
+
+void
+rc4Decrypt(const uint8_t *key, const uint8_t *bs,
+	   const unsigned int len, uint8_t *out);
+
+bool
+rc4Match40b(const uint8_t *key, const uint8_t *bs, const uint8_t *match);
+
+bool
+setrc4DecryptMethod(const unsigned int length);
+
+#endif /** _RC4_H_ */
diff -r 3293f59e7ea7 src/test-3-RC4-40-open-test.pdf
Binary file src/test-3-RC4-40-open-test.pdf has changed
diff -r 3293f59e7ea7 src/test-3-RC4-40-open-testpassword.pdf
Binary file src/test-3-RC4-40-open-testpassword.pdf has changed
diff -r 3293f59e7ea7 src/test-5-RC4-128-open-testpassword.pdf
Binary file src/test-5-RC4-128-open-testpassword.pdf has changed
diff -r 3293f59e7ea7 src/test-7-AES-128-open-testpassword.pdf
Binary file src/test-7-AES-128-open-testpassword.pdf has changed
diff -r 3293f59e7ea7 src/test-X-AES-256-open-testpassword.pdf
Binary file src/test-X-AES-256-open-testpassword.pdf has changed
diff -r 3293f59e7ea7 src/unpdf.c
--- /dev/null	Thu Jan 01 00:00:00 1970 +0000
+++ b/src/unpdf.c	Tue May 31 21:23:28 2011 -0700
@@ -0,0 +1,180 @@
+ /**
+ * Copyright (C) 2006 Henning Norén
+ * 
+ * This program is free software; you can redistribute it and/or
+ * modify it under the terms of the GNU General Public License
+ * as published by the Free Software Foundation; either version 2
+ * of the License, or (at your option) any later version.
+ *
+ * This program is distributed in the hope that it will be useful,
+ * but WITHOUT ANY WARRANTY; without even the implied warranty of
+ * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
+ * GNU General Public License for more details.
+ *
+ * You should have received a copy of the GNU General Public License
+ * along with this program; if not, write to the Free Software
+ * Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, 
+ * USA.
+ *
+ * Re-factored for JtR by Dhiru Kholia during June, 2011 for GSoC.
+ *
+ */
+
+#include <stdio.h>
+#include <stdlib.h>
+#include <stdint.h>
+#include <signal.h>
+#include <getopt.h>
+#include <string.h>
+#include <unistd.h>
+#include "pdfparser.h"
+#include "pdfcrack.h"
+#include "common.h"
+
+#define VERSION_MAJOR 0
+#define VERSION_MINOR 11
+
+/* print some help for the user */
+static void printHelp(char *progname)
+{
+	printf("Usage: %s [OPTIONS] filename\n"
+	    "OPTIONS:\n"
+	    "-o, --owner\t\tWork with the ownerpassword (default is userpassword)\n"
+	    "-p, --password=STRING\tGive userpassword to speed up breaking\n"
+	    "\t\t\townerpassword (implies -o)\n"
+	    "-v, --version\t\tPrint version and exit\n", progname);
+}
+
+int unpdf(int argc, char **argv)
+{
+	int ret = 0;
+	FILE *file = NULL;
+	uint8_t *userpassword = NULL;
+	char *inputfile = NULL;
+	unsigned char *p;
+	EncData *e = calloc(1, sizeof(EncData));
+	e->work_with_user = true;
+
+	/* parse arguments */
+	while (true) {
+		int c, option_index;
+		static struct option long_options[] = {
+			{"owner", no_argument, 0, 'o'},
+			{"password", required_argument, 0, 'p'},
+			{"version", no_argument, 0, 'v'},
+			{0, 0, 0, 0}
+		};
+		/* getopt_long stores the option index here. */
+		option_index = 0;
+		c = getopt_long(argc, argv, "op:v",
+		    long_options, &option_index);
+		/* Detect the end of the options. */
+		if (c == -1)
+			break;
+
+		switch (c) {
+		case 'o':
+			e->work_with_user = false;
+			break;
+		case 'p':
+			userpassword = (uint8_t *) strdup(optarg);
+			e->work_with_user = false;
+			e->have_userpassword = true;
+			break;
+		case 'v':
+			printf("pdfcrack version %d.%d\n", VERSION_MAJOR,
+			    VERSION_MINOR);
+			return 0;
+		default:
+			printHelp(argv[0]);
+			ret = 1;
+		}
+	}
+	int i = optind;
+	if (i > 0) {
+		if (i < argc)
+			inputfile = strdup(argv[i++]);
+	}
+
+	if (!inputfile) {
+		printHelp(argv[0]);
+		ret = 1;
+		goto cleanup;
+	}
+
+	if ((file = fopen(inputfile, "r")) == 0) {
+		fprintf(stderr, "Error: file %s not found\n", inputfile);
+		ret = 2;
+		goto cleanup;
+	}
+
+	if (!openPDF(file, e)) {
+		fprintf(stderr, "Error: Not a valid PDF\n");
+		ret = 3;
+		goto cleanup;
+	}
+
+	ret = getEncryptedInfo(file, e);
+	if (ret) {
+		if (ret == EENCNF)
+			fprintf(stderr,
+			    "Error: Could not extract encryption information\n");
+		else if (ret == ETRANF || ret == ETRENF || ret == ETRINF)
+			fprintf(stderr,
+			    "Error: Encryption not detected (is the document password protected?)\n");
+		ret = 4;
+		goto cleanup;
+	} else if (e->revision < 2 || (strcmp(e->s_handler, "Standard") != 0)) {
+		fprintf(stderr,
+		    "The specific version is not supported (%s - %d)\n",
+		    e->s_handler, e->revision);
+		ret = 5;
+		goto cleanup;
+	}
+
+	if (fclose(file)) {
+		fprintf(stderr, "Error: closing file %s\n", inputfile);
+	}
+#ifdef UNPDF_DEBUG
+	printEncData(e);
+#endif
+    /* try to initialize the cracking-engine */
+    if (!initPDFCrack(e, userpassword, e->work_with_user)) {
+        cleanPDFCrack();
+        fprintf(stderr, "Wrong userpassword given, '%s'\n", userpassword);
+        exit(-1);
+    } 
+
+	/* deep serialize "e" structure */
+	printf("%s:$pdf$%s*", inputfile, e->s_handler);
+	p = e->o_string;
+	for (i = 0; i < 32; i++)
+		printf("%c%c", itoa16[ARCH_INDEX(p[i] >> 4)],
+		    itoa16[ARCH_INDEX(p[i] & 0x0f)]);
+	printf("*");
+	p = e->u_string;
+	for (i = 0; i < 32; i++)
+		printf("%c%c",
+		    itoa16[ARCH_INDEX(p[i] >> 4)],
+		    itoa16[ARCH_INDEX(p[i] & 0x0f)]);
+	printf("*%d*", e->fileIDLen);
+	p = e->fileID;
+	for (i = 0; i < e->fileIDLen; i++)
+		printf("%c%c",
+		    itoa16[ARCH_INDEX(p[i] >> 4)],
+		    itoa16[ARCH_INDEX(p[i] & 0x0f)]);
+	printf("*%d*%d*%d*%u*%u*%d*%d*%d*%d", e->encryptMetaData,
+	    e->work_with_user, e->have_userpassword, e->version_major,
+	    e->version_minor, e->length, e->permissions, e->revision,
+	    e->version);
+	if (e->have_userpassword)
+		printf("*%s\n", userpassword);
+	else
+		printf("\n");
+
+	exit(0);
+
+cleanup:
+
+	return ret;
+}



